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DECLASSIFIED BY 60324 uc baw sab /ml 
-ON 04-20-2011 


To 


From : 


Subject 


SAC, DALLAS 


S 


OPEN A CASE 


Date 


7M | M 



ET 


Class 




Catagory_ 


00: __>A 


Assigned to 


PI or Full 


A 


Case Squad_ 




Status 




Tickler Date 


Title "TvjfsVvfA 


Case Type (C) Control; (D) Declination; (R) Records 

Check; (Z) Zero; Leave blank if investigative. 

Captioned individual (s) are described as follows: 

Name Race Sex 

Date of Birth Place of Birth 

SSAN# Texas DL# 

Address 

Name Race Sex 

Date of Birth Place of Birth 

SSAN# Texas DL# 

Address 

RE: 


b6 

blC 




Memorandum 


DECLASSIFIED BY 60324 uc bau sab/ml 
ON 04-20-2011 



SAC, DALLAS (264-0) 


skfRET 


From : SA 



‘e 7/15/91 


Subject: JUSTIN TANNER PETERSEN; 

LEGION OF DOOM; 

INFORMATION CONCERNING COMPUTER FRAUD; 
OO ; DALLAS 


j | U . S . POSTAL INSPECTION 

SERVICE., asvised that hg j\ad arrested a - JUSTIN TAN NER PETERSEN^ 
w hite male, DOB: 7/28/M^. FBI#: 287020AA9 in connecti on "with' a .. 
*'cr edit - card fraud scheme . ' PETERSEN advised l I that ha— w.as^ 

a^jiie mber of a national computer hacker group known as the yLEGIOIi -. 

S QF DQOmT > \ 

furnished a copy of a newspaper article 

detailing a company known as COMskc DAT A—S .E CURI TY which was 
apparently formed by members of theTorganization. \ ^ ^ ^ v 

Infromation furnished as intelligence information only 
and no investigation is being conducted. 










J? 





ALL OIFOEJLATION CONTAINED 

HEFEIN IS UNCLASSIFIED 

DATE 04-20-2011 BY 60324 uc baw sab/ml 


/of 4 ( 


• ”* :»* *>*-**-' 


- *r-vc< r r-v.^ -'Vv ’* I s ,, 


T The Dallas Morning News 


— ww 


®J)je jUalla£ ptorjotog $eto£ 


Section C 



They know the ins and outs of computers all too well. Comsec founders include (from left): Robert Cupps, Chris Goggans and Scott Chasin. 


M 



By Bill Marvel 

Staff Writer o/ The Dalles Morning News 

HOUSTON — You come home at the end of the 
day and realize that some stranger has been 
prowling around in your house. Whoever it was 
helped himself to a bowl of your porridge. He sat 
in your favorite chair and listened to your CDs. 
He took a nap in your bed. Then he left, locking 
the door behind him. 

A day or .two later, a guy shows up, identifies 
himself as a reformed burglar and offers to show 
you how to make your house burglar-proof. 

Should you hire him? 

This is the question that computer security 
managers will be asking themselves when the 


salesman from Comsec Data Security comes 
calling. 

The purpose of the Houston-based company, 
which was incorporated just three weeks ago, is 
to help corporations and other computer users 
keep spies, criminals and other intruders out of 
their data systems. 

Three of the four founders are former 
members of the Legion of Doom, the notorious 
band of computer hackers that for almost two 
years was the object of a wide-ranging federal 
investigation into computer crime. Just the kind 
of people Comsec wants to keep out of its clients’ 
computers. 

“When we secure a system, we’re going to 


Would you hire some of 
the nation’s most notorious 
hackers to design 
your computer security? 


secure it sWat we can’t get into it ourselves,’ 
says ScottCn^ sin, one of the company’s founders. 

The three nhd been talking about starting a I 

computer security company even before the "^4. 
Legion of Doom gotdnto hot water with the 
government. \ 

“None of us wanteatqstill be hacking wher 
we’re 30 years old,” says Mr. Chasin, who is^l. 

Hacking is a young man’s game. ** 

Hackers are to computers what hobos are to 
trains: They like to take free rides in other 
people’s computer systems. 

dive a hacker access to a computer terminal, a 
modem (a device for linking computers via 
Please see COMSEC’S on Page 3C. 
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DECLASSIFIED BY 60324 uc Daw 3 ah /ml . 
OH 07-22-2011 

0003 MR I 01793 
RR FBILA FBl'DL 
DE FBISF #0010 2150021 
ZNR UUUUU 
R 022009Z AUG 91 

FM FBI SAN FRANCISCO ( 139A-SF-335 ) (P) 

TO FBI LOS ANGELES/ROUTINE/ 

FBI DALLAS ( 264A-DL-5831 ) /ROUTINE/ 

BT 


UNCLAS 


, a- // 9 7 l L 

CITE: //3790// ?«/<•* 6 ,, 

ffo- *15 * - ' - ' 7 

q/ )-'/> -O- 

SUBJECT: KEVIN LEE POULSEN, AKA ET AL; INTERCEPTION OF 


COMMUNICATION; 00: SAN FRANCISCO. 


RE LAS ANGELES AIRTEL TO SAN FRANCISCO AND DALLAS DATED 


JULY 19, 1991. 

ON JULY 31, 1991, AUSfl PHONE NUMBER (415) 

556-4229, ADVISED SUBJECT KEVIN LEE POULSEN HAS OBTAINED 

COUNCIL AND WILL NOT BE AVAILABLE FOR INTERVIEW. AUSA 

HAS BEEN ADVISED OF THE MATTER UNFOLDING IN DALLAS DIVISION 
REGARDING POULSEN 'S ASSOCIATE JUSTINE TANNER PETERSON. AUSA 







PAGE TWO DE FBISF 0010 UNCLAS 

HAS ESTABLISHED CONTACT WITH DALLAS AUSA 


FBI SAN FRANCISCO WILL FORWARD TO DALLAS UNDER SEPARATE 
COVER BACKGROUND INFORMATION REGARDING KEVIN POULSEN. 

BT 

#0010 


NNNN 





DATE: 04-20-2011 

CLASSIFIED BY 60324 uc baw sab/ml 
REASON: 1.4 (c) 

DECLASSIFY ON: 04-20-2036 



0010 MR I 00137 
PP RUCNFB FBIDL FB1SD FBISF 
DE FBILA #0003 2150150 
ZNY SSSSS 
P 030136Z AUG 91 

FM FBI LOS ANGELES ( 65X-LA-126522 ) (P) 

TO DIRECTOR FBI/PRIORITY A* 

FBI DALLAS ( 264A-DL-5^17 ) /PRIORITY / 

INFO FBI SAN DIEGO/PRIORITY/ 

FBI SAN FRANCISCO/PRIORITY/ 

BT 

> s^>5C^e T/WINTEL/ORCON/NORFORN/NOC 
0 N 

SECTION ONE OF TWO SECTIONS 
CITE: //3410: FCI-3// 

PASS: SPU SSaI I CID SSAl 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


INTD, CI-2E SSA 


SA 


DALLAS. 




2'cjc- ^ ~ ^ c n* L 

SUBJECT: JUSTICE TANNER PETERSON, AKA AGENT STEAL, "mill' I I IL 

AGENTS 04, ERIC HEINZ, ERIC EDWIN HEINZ JR., ERIC DEWARD 
HINES, MATT MILLER, EDWARD D. PRICE, DONALD FRANKLIN DIERS, 


* # 





b6 

b7C 



-yscJOFltD \bjOf 

Aue -2 1991 M 


Czp'l 




PAGE TWO DE FBILA 0003 SJpC>-«C|^T 

MARTIN MATHEW JASON, DAVID KEVIN GOTOBIDEN, HARK TIMOTHY 
STAUSS, MARCUS VINCENT TAYLOR, DRES FRANKLIN DAYLOR, GREGORY 
ALLEN MARCIANO, DONALD MICHAEL RAMIR, ROBYN JOSEPH FAIRCHILD, 
DAVID LEE ALEXANDER, JOHN JOSEPH WEISS, JAMES ERIC PETERS, 
JONATHAN WILLIAM TAYLOR, PAUL JACOB WURDER, CRAIG MICHAEL 
JENNINGS, ROBERT JAY RIKE, STEVEN THOMAS KILLAN; ESP-X 
(COMPUTER HACKING); 00: LOS ANGELES. 

THIS TELETYPE IS CLASSIFIED "S&S^T/WINTEL/ORCON/ 
NORFORN/NOCON" IN IT‘0 ENTIRETY UNLEOO OTIIERWIOE NOTED. 


RE LATEL DATED 7/18/91; DLTEL TO FBIHQ, DATED 7/25/91; 

AND BUTEL DATED 7/31/91. 

I 

WARNING NOTICE:' SENSITIVE INTELLIGENCE INFORMATION/ 
METHODS INVOLVED. NO FOREIGN DISSEMINATION. ORIGINATING 
AGENCY CONTROLS DISSEMINATION. NO DISSEMINATION TO 
CONTRACTORS. 

CAVEAT: THIS COMMUNICATION IS NOT TO BE DISSEMINATED 

OUTSIDE OF THE FBI. 

FOR INFORMATION OF SAN DIEGO WHICH IS NOT IN RECEIPT OF 
RE COMMUNICATIONS, RE LATEL ADVISED OF THE ARREST OF CAPTIONED 




PAGE THREE DE FBILA 0003 S E T 

INDIVIDUAL ON 6/21/91 BY DALLAS COUNTY TEXAS SHERIFF OFFICERS 
FOR COMPUTER HACKING VIOLATIONS. 

DURING A SEARCH OF SUBJECT'S APARTMENT, BY USSS AND 
POSTAL AUTHORITIES, A LARGE QUANTITY OF NOTES CONCERNING 
SUBJECT'S HACKING ACTIVITIES, AMONG WHICH WERE SEVERAL PAGES 
CONTAINING 

isV 1 


INITIAL INVESTIGATION BY LOS ANGELES' TECHNICAL AGENTS 
HAS DETERMINED THAT THERE I 




ET 





PAGE FIVE DE FBILA 0003 S 


E T 


INVESTIGATION HAS DETERMINED THAT SUBJECT 





DOOR CODES FOR 4 CENTRAL OFFICES WERE FOUND 


IN SUBJECT'S SEIZED EVIDENCE. 


KEYS AND 

PRINTED MATERIALS THAT WERE STOLEN FROM 


ARE IN 


EVIDENCE UNDER CUSTODY OF U. S. SECRET SERVICE ( USSS ) IN 
DALLAS. 


SUBJECT ALSO HAS UNAUTHORIZED ACCESS TO OTHER NETWORKS 



SUBJECT HAD ACCESSED TELEPHONE CLOSETS OR TELEPHONE 


APPEARANCES (A TECHNICAL TERM USED BY THE TELEPHONE COMPANY) 

' AND TAPED TRANSMISSIONS FROM COMPANIES ACCESSING THESE 
NETWORKS. SUBJECT WROTE ARTICLE IN 8/87 UNDER NAME OF "AGENT 
STEAL" FOR PHRACK MAGAZINE 16, FILE 6 OF 12, ENTITLED "TAPPING 
TELEPHONE LINES, VOICE OR DATA, FOR PHUN, MONEY AND PASSWORDS, 
OR HOW TO GO TO JAIL FOR A LONG TIME". ARTICLE INCLUDED WHAT 
EQUIPMENT WAS NEEDED, WHERE TO BUY IT, HOW TO CONNECT, RECORD 


AND ANALYZE THE DATA. 



PAGE SIX DE FBILA 0003 S E 



INVESTIGATION IN LOS ANGELES HAS DETERMINED THAT SUBJECT 
HAS ALSO BOASTED ON A PUBLIC COMPUTER BULLETIN BOARD THAT HE 
HAS BEEN ABLE TO TRAP AND RECORD USER ID AND PASSWORDS FROM 



SUBJECT WAS ABLE TO DETERMINE BY AUTOMATED NUMBER 
IDENTIFICATION SYSTEM WHAT SUBSCRIBERS TELEPHONE NUMBERS WERE 
AND THEN ACCESSED 


WITH 10 DIGIT TELEPHONE NUMBER 


BT 

#0003 




NNNN 





0011 I*1R I 00138 
PP RUCNFB FBIDL FBISD FBISF 
DE FBILA #0004 2150151 
ZNY SSSSS 
P 030136Z AUG 91 
FM FBI LOS ANGELES ( 65X-LA-126522 ) (P) 

TO DIRECTOR FBI/PRIORITY/ 

FBI DALLAS ( 264A-DL-58317 J/PRIORITY/ 

INFO FBI SAN DIEGO/PRIORITY/ 

FBI SAN FRANCISCO/PRIORITY/ 

BT 

§><5 ET/WINTEL/ORCON/NORFORN/NOC 
0 N 

SECTION TWO OF TWO SECTIONS 
CITE: //3410: FCI-3// 

PASS: SPU SSA| 1 CID SSA | INTD, CI-2E SSA 

DALLAS. 

SUBJECT: JUSTICE TANNER PETERSON, AKA AGENT STEAL, PHUCKED 

AGENTS 04, ERIC HEINZ, ERIC EDWIN HEINZ JR., ERIC DEWARD 
HINES, MATT MILLER, EDWARD D. PRICE, DONALD FRANKLIN DIERS, 




be 

hie 
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MARTIN MATHEW JASON, DAVID KEVIN GOTOBIDEN, MARK TIMOTHY 
STAUSS, MARCUS VINCENT TAYLOR, DRES FRANKLIN DAYLOR, GREGORY 
ALLEN MARCIANO, DONALD MICHAEL RAMIR, ROBYN JOSEPH FAIRCHILD, 
DAVID LEE ALEXANDER, JOHN JOSEPH WEISS, JAMES ERIC PETERS, 
JONATHAN WILLIAM TAYLOR, PAUL JACOB WURDER, CRAIG MICHAEL 
JENNINGS, ROBERT JAY RIKE, STEVEN THOMAS KILLAN; ESP-X 
(COMPUTER HACKING); 00: LOS ANGELES. 


TEXT CONTINUES; 

TO DETERMINE SUBSCRIBERS NAME, ADDRESS AND OTHER RELEVANT 
INFORMATION. 



COMMUNICATION HISTORY FILES HAVE BEEN FOUND THAT SHOW 
SUBJECT WAS ABLE TO PLACE ORDERS IN PHONE SYSTEMS THAT ALLOWED 
FOR LINES TO BE BUILT WITHOUT CREATING PAPERWORK, BY BILLING 
OR TRACING QUESTIONED LINE. LOGS HAVE BEEN FOUND AND 
CONFIRMED AND WERE CONFIRMED WHICH DISPLAY THAT 

SUBJECT WAS ABLE TO MONITOR PHONE LINES FROM ANY LOCATION VIA 
MODEM. THESE LOGS REVEAL THAT SUBJECT MONITORED INTERNAL 





ril 
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TELEPHONE NUMBERS AND AT THE PRESENT TIME, THERE ARE NO 
INDICATIONS THAT SUBJECT WAS MONITORING LOS ANGELES' TELEPHONE 
LINES. 

SUBJECT WAS ABLE TO MONITOR TELEPHONE NUMBERS FOR VOICE 
OR DATA BY ACCESSING LMOS NETWORkI I THROUGH A DIAL UP 

MODEM. HAS INSTITUTED ADDITIONAL SECURITY TO TRY TO 

PREVENT ANY FUTURE COMPROMISE OF TELEPHONE LINES. HOWEVER, 
SUBJECT HAS DEMONSTRATED THE KNOWLEDGE AND ABILITY TO 
CIRCUMVENT THE CURRENT SECURITY SAFEGUARDS AND TO BE ABLE TO 
CONTINUE TO BREACH I I SECURITY. COMPUTER LOGS TAKEN FROM 

HARD DISKS AND DISKETTES SEIZED FROM SUBJECT IN DALLAS ARE 
BEING ANALYZED BY LOS ANGELES AND DALLAS. 



PREVENT ANY BREACH OF NATIONAL SECURITY INFORMATION. 


FOR INFORMATION OF ALL RECEIVING OFFICES, LOS ANGELES HAS ' 
INITIATED A 65X CASE ON THIS MATTER TO DETERMINE THE EXTENT OF 
■' DMPROMISE AND DAMAGE DONE TO LOS ANGELES 
COVERAGES. LOS ANGELES AT THE PRESENT TIME DOES NOT 


hi 

hlD 
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CONTEMPLATE CHARGING SUBJECT WITH ANY ESPIONAGE STATUTES 


r~ 

(St 

i 


AS NOTED IN THE CAVEAT, LOS ANGELES REQUESTS THAT THIS 
DOCUMENT NOT BE DISSEMINATED OUTSIDE OF THE BUREAU 


(S) 

L 


(S) 


LOS ANGELES WILL PROVIDE TO ALL RECEIVING 
OFFICES A SIMILAR COMMUNICATION UNDER THE DALLAS FILE NUMBER 
1 6 4A-DL - 5 831 7,| IWHICH 


WILL BE SUITABLE FOR DISSEMINATION TO ANY CONCERNED AGENCIES. 
THE PURPOSE IS 


(S) 

L 


TAINT THE WCC/CRIMINAL MATTER PENDING IN DALLAS 


NOT TO 


ALL RECEIVING OFFICES WILL BE APPRISED ONCE FURTHER 
INFORMATION IS DEVELOPED. THE PRIMARY INTENT OF THIS 
COMMUNICATION IS TO APPRISE RECIPIENTS OF THE SITUATION TO 
DATE. 

C BY G-3*^>DECL OADR 
BT 

#0004 


bl 


NNNN 






APARTHiTNT, ON MONDAY, JULY(Jfc, 1991. 

SAC LOS ANGELES AND DALLAS CONCUR IN THE AGENT TRAVEL. 


SA 


W AS DESIGNATED THE CONTACT AGENT TO COORDINATE 


| THIS REVIEW AT DALLAS. 
! BT 


I 

I S0007 
[ 


NNNN 




ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 

0032 MR I 0116 3 WHERE SHOWN OTHERWISE 

RR RUCNFB FBIDL FBISC FBISF FBISD 
DE FBILA #0013 2191947 
ZNY SSSSS 
R 071628Z AUG 91 

FM FBI LOS ANGELES ( 65X-LA-126522 ) (P) 

TO DIRECTOR FBI/ROUTINE/ 

FRT dall aszsquti ne/ 

1 .5* 

INFO FBI SACRAMENTO/ROUTINE/ 

FBI SAN FRANCISCO/ROUTINE/ 

FBI SAN DIEGO/ROUTINE/ 

BT 


S^ETXT^ E T/W I NTEL/ORCO N/N 0 R F 0 R N/N 0 C 0 N 
SECTION ONE OF TWO SECTIONS 


CITE: //3410: FCI-3// 





j 


b6 

blC 


q 

SUBJECT: "CHANGED" JUSTIN TANNER PETERSON, AKA AGENT STEAL, 

Ducked agent 04 , eric ^Seinz, eric edwin Se: 

MANUAL INDICES CHECKED 


ERIC EDWIN HEINZ JR. , ERIC 






WIHNUHU mu imw Wi iisvmbv *y*~ ■ ■ 

AUTOMATED INDICES CHICHI 






J 




ex^x 


PAGE TWO DE FBILA 00X3 S E vST'ROS T 

Q 0 

EDWARD HINES, MATT MILLER, EDWARD D. PRICE, DONALD FRANKLIN 

0 On 

DIERS, MARTIN MATTHEW JASON, DAVID KEVIN T30T0BIDEN, MARK 

d a o 

TIMOTHY STAUSS, MARCUS VINCENT TAYLOR, DREW FRANKLIN TAYLOR, 

0 0 

GREGORY ALLEN MARCIANO, DONALD MICHAEL RAMIR, ROBYN JOSEPH 

<0 O o 

FAIRCHILD, DAVID LEE ALEXANDER, JOHN JOSEPH WEISS, JAMES ERIC 

o 0 

ETERS, JONATHAN WILLIAM TAYLOR, PAUL JACOB WURDER, CRAIG 


& 


((ike. 


0 


hichael Jennings, Robert jay rike, steven thomas killan,- esp-x 

(COMPUTER HACKING); 00: LOS ANGELES. . 

THIS TELETYPE IS CLASSIFIED "^eggT/WINTEL/ORCON/ 
NORFORN/NOCON" IN I T'S ENTIRETY UNLESS OTHERWISE NOTED. 


RE LA TELCALL DATED 7/24/91 AND LATEL DATED 8/2/91. 
WARNING NOTICE: • SENSITIVE INTELLIGENCE INFORMATION/ 
METHODS INVOLVED. NO FOREIGN DISSEMINATION. ORIGINATING 
AGENCY CONTROLS DISSEMINATION. NO DISSEMINATION TO 
CONTRACTORS. 

CAVEAT: THI S COMMUNICATION IS MO T TO BE DISSEMIN ATED 

OUTSIDE OF TH E FBI. 

TITLE MARKED "CHANGED" TO INDICATE THE CORRECT SPELLING 
OF SUBJECT'S NAME ALONG WITH ALL OF HIS ALIASES. 


SEBttET 
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E T 



FOR INFORMATION OF THE BUREAU, SINCE RE LATEL, LOS 
ANGELES HAS DISCOVERED! 


Referral/ Consult 


FOR INFORMATION OF SACRAMENTO, NOT IN RECEIPT OF RE 

COMMUNICATION. SUBJECT WAS ARRESTED BY THE DALLAS COUNTY 

- * “ — ■ > 

SHERIFF'S OFFICE ON 6/21/91 IN DALLAS, TEXAS FOR COMPUTE R 
HACKING VIOLATIONS. 
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DURING A SEARC H OF SUBJECT'S APA RTMEN T, A LARGE QUANTITY 
OF NOTES CONCERNING SUBJECT'S HACKING ACTIVITIES, AMONG WHICH 
WERE SEVERAL PAGES CONTAINING 



bl 

b7D 

b7E 









• • 



EVIDENCE UNDER CUSTODY OF U.S. SECRET SERVICE ( USSS ) IN 
DALLAS. 


SUBJECT ALSO HAS UNAUTHORIZED ACCESS TO OTHER NETWORKS 

SUCH 


SUBJECT HAD ACCESSED TELEPHONE CLOSETS OR TELEPHONE 
APPEARANCES (A TECHNICAL TERM USED BY THE TELEPHONE COMPANY) 
AND TAPED TRANSMISSIONS FROM COMPANIES ACCESSING THESE 
NETWORKS. SUBJECT WROTE ARTICLE IN 8/87 UNDER NAME OF "AGENT 
STEAL" FOR PHRACK MAGAZINE 16, FILE 6 OF 12, ENTITLED "TAPPING 
TELEPHONE LINES, VOICE OR DATA, FOR PHUN, MONEY AND PASSWORDS, 
OR HOW TO GO TO JAIL FOR A LONG TIME". ARTICLE INCLUDED WHAT 
EQUIPMENT WAS NEEDED, WHERE TO BUY IT, HOW TO CONNECT, RECORD 
AND ANALYZE THE DATA. 

INVESTIGATION IN LOS ANGELES HAS DETERMINED THAT SUBJECT 
BT 


#0013 




0033 MRI 01164 

RR RUCNFB FBIDL FBISC FBISF FBISD 
DE FBILA #0014 2191948 
ZNY SSSSS 
R 071628Z AUG 91 

FM FBI LOS ANGELES ( 65X-LA-126522 ) (P) 

TO DIRECTOR FBI/ROUTINE/ 

FBI DALLAS/ROUTINE/ 

INFO FBI SACRAMENTO/ROUTINE/ 

FBI SAN FRANCISCO/ROUTINE/ 

FBI SAN DIEGO/ROUTINE/ 

BT 

S E^C^Te T/W INTEL/ ORCO N/N 0 R F 0 R N/N 0 C 0 N 
SECTION TWO OF TWO SECTIONS 
CITE: //3410: FCI-3// 

' ' DIVISION 6 SSAl 


PASS: FBIHQ, FOR SPU SS4 


INTD, CI-2E SS A 


DALLAS, FOR SA 


SUBJECT: "CHANGED" JUSTIN TANNER PETERSON, AKA AGENT STEAL, 

PHUCKED AGENT 04, ERIC HEINZ, ERIC EDWIN HEINZ JR., ERIC 


SEPTET 






SUBJECT WAS ABLE TO DETERMINE BY AUTOMATED NUMBER 
IDENTIFICATION SYSTEM WHAT SUBSCRIBERS TELEPHONE NUMBERS WERE 
AND THEN ACCESSED 


WITH 10 DIGIT TELEPHONE NUMBER 


TO DETERMINE SUBSCRIBERS NAME, ADDRESS AND OTHER RELEVANT 
INFORMATION. 

(S) 



COMMUNICATION HISTORY FILES HAVE BEEN FOUND. THE FILES 
SHOW SUBJECT THAT WAS ABLE TO PLACE ORDERS IN PHONE SYSTEMS 
THAT ALLOWED FOR LINES TO BE BUILT WITHOUT CREATING PAPERWORK, 
BILLING OR TRACING OF QUESTIONED LINES. LOGS HAVE BEEN FOUND 
AND WERE CONFIRMED! 


WHICH INDICATE THAT SUBJECT WAS 


ABLE TO MONITOR PHONE LINES FROM ANY LOCATION VIA MODEMS. 
THESE LOGS REVEAL THAT SUBJECT MONITORED INTERNAL 


TELEPHONE NUMBERS AND AT THE PRESENT TIME, THERE ARE NO 


INDICATIONS THAT SUBJECT WAS MONITORING LOS ANGELES' TELEPHONE 
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LINES. 


SUBJECT WAS ABLE TO MONITOR TELEPHONE NUMBERS FOR VOICE 


OR DATA BY ACCESSING LMOS NETWORK 


THROUGH A DIAL UP 


MODEM. 


HAS INSTITUTED ADDITIONAL SECURITY TO TRY TO 


PREVENT ANY FUTURE COMPROMISE OF TELEPHONE LINES. HOWEVER, 
SUBJECT HAS DEMONSTRATED THE KNOWLEDGE AND ABILITY TO 
CIRCUMVENT THE CURRENT SECURITY SAFEGUARDS AND TO BE ABLE TO 


CONTINUE TO BREACH 


SECURITY. COMPUTER LOGS TAKEN FROM 


HARD DISKS AND DISKETTES SEIZED FROM SUBJECT IN DALLAS ARE 
BEING ANALYZED BY LOS ANGELES AND DALLAS. 


HAS BEEN ADVISED OF THIS BREACH OF SECURITY BY THE 


SUBJECT. 


PREVENT ANY BREACH OF NATIONAL SECURITY INFORMATION. 

FOR INFORMATION OF ALL RECEIVING OFFICE, LOS ANGELES HAS 
INITIATED A 65X CASE ON THIS MATTER TO DETERMINE THE EXTENT OF 
COMPROMISE AND DAMAGE DONE TO LOS ANGELES f 


^OVERAGES. LOS ANGELES AT THE PRESENT TIME DOES NOT 
CONTEMPLATE CHARGING SUBJECT WITH ANY ESPIONAGE STATUTES 



SEKKET 
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( g ) AS NOTED IN THE CAVEAT, LOS ANGELES REQUESTS THAT THIS 


DOCUMENT NOT BE DISSEMINATED OUTSIDE OF THE BUREAl 


LOS ANGELES WILL PROVIDE TO ALL RECEIVING 
OFFICES A SIMILAR COMMUNICATION UNDER THE DALLAS FILE NUMBER 


264A-DL-58317, 


WILL BE SUITABLE FOR DISSEMINATION TO ANY CONCERNED AGENCIES. 



c \ :he purpose is 


TAINT THE WCC/CRIMINAL MATTER PENDING IN DALLA 


INFORMATION. 


LEADS: 


NOT TO 



DALLAS AT DALLAS: DALLAS IS REQUESTED TO FURNISH LOS 

ANGELES WITH A HARD COPY PRINTOUT OF ALL OF THE EVIDENCE 
SEIZED TO DATE VIA UPS OVERNIGHT MAIL, IF POSSIBLE. 

SACRAMENTO AT SACRAMENTO: RE LOS ANGELES TELCALL ON 


7/26/91 REQUESTED SACRAMENTO, SAN DIEGO AND SAN FRANCISCO TO 
FURNISH TO LOS ANGELES THE U.C. BILLING NAMES, AFLA NUMBERS 
AND CIRCUIT NUMBERS! i 


AS OF INSTANT DATE, LOS ANGELES HAS NOT RECEIVED 


ET 



\ < 
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r^E t 


THE INFORMATION REQUESTED. THEREFORE, IT IS REQUESTED THAT 
SACRAMENTO FURNISH TO LOS ANGELES THE U. C. BILLING NAME, AFLA 


NUMBERS AND CIRCUIT NUMBERS 



SAN DIEGO AT SAN DIEGO: SAME LEAD AS SACRAMENTO. 

SAN FRANCISCO AT SAN FRANCISCO: SAME LEAD AS SACRAMENTO. 

LOS ANGELES AT LOS ANGELES: INVESTIGATION IS CONTINUING. 

RECEIVING OFFICES WILL BE APPRISED ONCE FURTHER INFORMATION IS 
DEVELOPED. 

C BY^^3}>DF^S^OADR 


#0014 


NNNN 


SECRET 
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FBI 


TRANSMIT VIA: 
O Teletype 
□ Facsimile 
B AIRTEL 


PRECEDENCE: 

□ Immediate 

□ Priority 

□ Routine 
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ALL INFORMATION CONTAINED 

HEREIN 15 UNCLASSIFIED 

DATE 04-21-2011 BY 60324 uc Daw sat /ml 


CLASSIFICATION: 

□ TOP SECRET 

□ SECRET 

□ CONFIDENTIAL 

□ UNCLAS E F T O 

□ UNCLAS 


Date 8/9/91 


TO : SAC, DALLAS ( 264A-DL-58317 ) 

FROM SAC , SAN FRANCISCO ( 1 3 9A-SF- 3 35) ( P ) ( SJRA ) 

SUBJECT : KEVIN LEE POULSEN, aka; 

ET AL; 

INTERCEPTION OF COMMUNICATIONS 
OO : SAN FRANCISCO 

Re Dallas teletype to San Francisco dated 7/25/91. 
Enclosed for Dallas are the following: 

1. One copy of an LHM dated 1/25/90. 

2. One copy of a prosecution memo. 

3. One copy of a statement of cooperating subject 
ROBERT E. GILLIGAN. 


4. One copy each of two FD-302s of 
dated 4/9/91 and 5/1/91. 


Information for receiving office, the above 
enclosures are provided for background informa tion rp-nardi ng 
captioned matter. Subjects KEVIN POULSEN and [are 

currently waiting trial which is tentatively scneduled to 
begin in Janu ary, 1992. The AUSA handling captioned matter is 
■who could be contacted at (415) 556-4229. 


Dallas (Enc. 5)£fV- 
2 - San Francisco 
CHB/slw 
(4) 






Approved: 


Oulu 


Transmitted 


(Number) (Time) 
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ALL II'JFOFHATI ON C OBTAINED 
HEREIN IS UNCLASSIFIED 
DATE 04-21-2011 BY 60324 uc baw sab/ml 
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xu t bx UALLAb i /extA-UL-saxx / j/kuutxnc. / 

CbX LUb ANL>C.LC.b (, OOA-LA-i A05AA //KUUTXNC./ 
bT 

UWtLAb 

UlTt: //UO^X// 


bUbJlitl: .JUbTXN TANNC.K blil bKbUW, AKA AUC.N1 b'lbAL , AKA; 

LUriKUTC.K t HAUL) ANU AbUbt,; UU: UALLAb. 



UAL L Ab , UN V/ A £/V X . 

BAbliU UN A KC.UUt.bI t KUH XHU. UC.KAKlinC.NT UC JUbTlUb, lHt, 
LKXl'lXNAL XNVLbTXUATX VC. UXVXbXUN ANU XNTC.LLXUt.NLC. UXVXbXUN MAVC, 
KC.VXC.NC.U 1'tlC. CbX b KUbllXUN 
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■DATE: 04-21-2011 

^CLASSIFIED BY 60324 uc baw sab /ml 
REASON: 1.4 (c) 

DECLASSIFY ON: 04-21-2036 


DE FBISF #0034 2470039 
ZNY SSSSS 
P 032327Z SEP 91 

FM FBI SAN FRANCISCO ( 65X-LA-126522 ) (P) (SQUAD 12) 

TO DIRECTOR FBI/PRIORITY/ 

FBI LOS ANGELES ( 65X-LA-126522 )/PRIORITY/ 

FBI DALLAS/PRIORITY/ 

BT 

S EN^R E T/W I N T E L/O R C 0 N/N 0 R F 0 R N/N 0 C 0 N 
SECTIONONE OF TWO SECTIONS 
CITE: //3790// 

I 1 i 1 

INTD, 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 


PASS: SPU, SSA 


DIVISION 6, SSA 


CI-2E SSA 



DALLAS, SA 






ANGELES SA 


LOS 


SUBJECT: JUSTIN TANNER PETERSON; ESP - X (COMPUTER HACKING); 

00: LOS ANGELES. 

THIS COMMUNICATION IS CLASSIFIED 
”^)S<iRET/WINTEL/ORCON/NORFORN/NOCON" IN ITS ENTIRETY - 


^ 
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hi C 






b-Sj-Lft ' ft, la SlX 

SFAS3IS2D IXDEXCD 

SERIALIZED HIXD 

SEP 03 1381 

fbi - Dallas/^ 
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0006 MRI 01578 
PP RUCNFB FBILA FBIDL 
DE FBISF #0035 2470041 
ZNY SSSSS 
P 032327Z SEP 91 
FM FBI SAN FRANCISCO ( 65X-LA-126522 ) (P) (SQUAD 12) 

TO DIRECTOR FBI/PRIORITY/ 

FBI LOS ANGELES ( 65X-LA-126522 )/PRIORITY/ 

FBI DALLAS/PRIORITY/ 

BT 

s'V^R E T/W I N T E L/0 R C 0 N/N 0 R F 0 R N/N 0 C 0 N 
SECTION TWO OF TWO SECTIONS 
CITE: //3790/ / 


PASS: SPU, SSP 


DIVISION 6, 

SSA 


} INTD, 

CI-2E SSA 


DALLAS, SA 


LOS 


ANGELES Sfl 



bl 

be 

b7C 

b7D 


SUBJECT: JUSTIN TANNER PETERSON; ESP - X (COMPUTER HACKING); 

00: LOS ANGELES. 

TEXT CONTINUES: 

(SJ 


SE€«ET 





FINALLY, POULSEN CHOSE TO BECOME A FUGITIVE RATHER THAN 
FACE THE 1989 INDICTMENT. ACCORDING TO FBI CRIMINAL 


INVESTIGATORS, POULSEN FLED TO CANADA, WHERE HE BECAME A 
COMPUTER HACKER AND "CONSULTANT" FOR THE HELL'S ANGELS. TO 
MAKE MONEY, HE PROVIDED VARIOUS CLIENTS WITH INFORMATION 
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b7C 

b7D 

b7E 
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n 


PP FBIDL 

I 

! DE FBILA #0010 2470038 
ZNR UUUUU 

| P 032253Z SEP 91 

t 

j FM FBI LOS ANGELES ( 139A-LA-127588 ) (P) 

I 

TO FBI DALLAS/PRIORITY/ 

BT 

UNCLAS 

I 

! CITE: //3410: WCC-4// 


AIL INFORMATION CONTAINED 

HEREIN 15 UNCLASSIFIED 

DATE 04-21-2011 BY 60324 uc Daw sab /ml 


SUBJECT: JUSTIN TANNER PETERSON, ET AL, 

ANGELES. 

REF TELEPHONE CALL T CL.SA I 


IOC; 00: LOS 


DALLAS ON SEPTEMBER 3, 


1941. 


ON SEPTEMBER 4, 1991, Sfl 


AUSA 


LOS ANGELES WILL 


TRAVEL TO DALLAS FOR THE PURPOSE OF ATTENDING A MEETING 


SAC LOS 


ANGELES AND DALLAS CONCUR WITH TRAVEL AND LOS ANGELES WILL 
MAKE OWN TRAVEL AND LODGING ARRANGEMENTS. 





SEARCHED IWDEXCD j 

SERIALIZED PI LCD j 

SEP 03 1991 

FBI - DALLAS/ 

i 
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PAGE TWO DE FBILA 0010 UNCLAS 

AT THE TIME OF PETERSON'S ARREST ON JUNE 21, 1991, IT WAS 
DETERMINED THAT AN UNKNOWN FEMALE WAS IN PETERSON'S APARTMENT 
DURING EXECUTION OF THE SEARCH WARRANT. 

LEAD: 

DALLAS DIVISION: 

AT DALLAS, TEXAS: WILL ATTEMPT TO IDENTIFY AND 


INTERVIEW FEMALE CONCERNING HER ASSOCIATION WITH PETERSON 






WILL CONTACT SA 


USSS TO PROVIDE SA 
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TRANSMIT VIA: 

□ Teletype 

□ Facsimile 
H AIRTEL 


FROM 


PRECEDENCE: 

□ Immediate 

□ Priority 

□ Routine 


DECLASSIFIED BY B0324 uc Daw sab /ml 
Oil 04-21-2011 


CLASSIFICATION: 

□ TOP SECRET 

□ SECRET 

□ CONFIDENTIAL 

□ UNCLAS E F T O 

□ UNCLAS 


Date 9/17/91 


: SAC, LOS ANGEL ES (261*-LA-119 782 ) 

ATTN: SA | | 

: SAC, DALLAS (264A-DL-58317) 


SUBJECT : JUSTIN TANNER PETERSEN, AKA 

CFA; 

00 : DALLAS 


Enclosed for Los Ange les are two copies each of 
FD-3 02's reflecting interview of I I 


2-Los Angeles (Enc. 4) 

grDallas 

JBG/gm 




Approved: 


(Number) (Time) 



Memorandum 


W ALL INFORMATION CONTAINED 


HEREIN IS UNCLASSIFIED 

DATE 04-21-2011 BY 60324 uc baw sab/ml 



SAC, DALLAS (264C-DL-58317) 9/21/92 


SA 


JUSTIN TANNER PETERSEN, aka 
COMPUTER FRAUD AND ABUSE 

00 : DALLAS 

The subject has entered guilty pleas in Los Angeles in 
this matter. There is no additional investigation to be 
conduct in Dallas. 

It is recommended this matter be placed in a closed 
status . 


Subject : 


b6 

hlC 


1 - Dallas 
JBG/cgd 
( 1 ) 






